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ABSTRACT 

 

Mobile commerce is a novel way in which consumers use handheld devices to conduct online transactions. Although mobile 
commerce sheds light on the idea that consumers can shop online anytime and anywhere, the number of mobile shoppers is still lag behind 

the number of mobile users. A plausible reason for this phenomenon may be that consumers worry about the safety of mobile transactions, 

especially when they are requested to give a credit card number over the smart phone or the tablet. To reduce consumers’ concern about 
the safety of mobile transactions, mobile proprietors frequently presented the trust assurance message at their check-out pages and claim 

that “Your transactions are 100% safe”. However, the persuasiveness of such a message is doubtful. The current study aims to propose 
Security Persuasive Message (SPM) that has the potential to alleviate consumers’ concern about the safety of mobile transactions. Based 

on SPM, we also investigate the degree of message persuasiveness given by the real mobile APPs in practice. The results indicate that the 

message persuasiveness asserted by the researched mobile APPs is not strong enough. Our findings contribute to the advancement of 
mobile commerce as the security issue may impair consumers’ acceptance of mobile commerce. 
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INTRODUCTION 
 

The percentage of website traffic coming from 

mobile devices increased from 17.5% in Q3 2012 to 

23.1% in Q4 2012 [10] and this trend is expected to 

overtake the other fixed-line connections (e.g., 

desktops) in 2014 to be the most popular internet 

access route [7]. However, the number of mobile 

internet access does not parallel to the number of 

mobile shopping. Figure 1 illustrates this discrepancy 

between mobile for internet and mobile for shopping 

found in the major countries [5].

 

 

 
 

Fig. 1: The difference between mobile for internet and mobile for shopping in 2012 

 

A possible reason for such an inconsistency may 

be that consumers do not trust the safety of mobile 

transactions, especially when they are requested to 

give a credit card number over the smart phone for 

buying something without cards [2]. To reduce 

consumers’ concern about the safety of mobile 

transactions, mobile proprietors frequently presented 

the trust assurance message at their check-out pages 

and claim that “Your transactions are 100% safe”. 

However, the persuasiveness of such a message 

requires further exploration. There are many other 

ways of mobile payment (RFID, e-wallet, etc.), yet 

entering credit card numbers on the mobile device is 

so far the easiest way to realize mobile transaction. 
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Thus, how to successfully and efficiently persuade 

consumers that their mobile transactions is free of 

security threat should be imperative to both 

researchers and practitioners. The current study 

proposes Security Persuasive Message (SPM) which 

aims to reduce consumers’ concern about the safety 

of mobile transaction. With SPM, we are able to 

investigate whether the security message are 

persuasive enough at the check-out process of the 

real mobile APPs. 

 

2. The Model of Argument: 

Toulmin (2003) proposed the model of argument 

which asserts that a convincing argument should 

contain at least three elements, including claim, data, 

and backing. Claim element refers to a proposition 

being argued for, while data element pertains to the 

facts used to support the claim. As for backing 

element, it comprises the evidence that justifies the 

acceptance of the data. In the context of public 

health, for example, the claim argues that smokers 

who are smoking in public places should be 

prohibited. The supporting data consists of the fact 

that people who are exposed to secondhand smoke 

have a higher probability of falling chest cavity ills 

than the ones without secondhand smoke exposure. 

The backing provides the evidence for the validity of 

the data: the medical survey with one hundred lung 

cancer patients reveals that 80% of them are 

regularly exposed to nicotine smoke, while 20% of 

the others are not. Applying this argument to our 

research context, the claim-data-backing scenario can 

be that you don’t need to worry about leaving your 

credit card number here (claim). Unlike other APPs 

use merely 1024 bits SSL encryption, our store 

protects every mobile transaction with the longest 

2048 bits SSL encryption which is the same with 

desktop shopping (data). According to the evidence 

of the trustmark issuer, hackers will need to take an 

unreasonable amount of time to unscramble the 

protection if the encryption is long enough (backing). 

 

3. Research Design: 

We propose the three levels of SPM at the 

check-out process of the virtual mobile APP, each of 

which denotes different strengths of the persuasion 

(see Figure 2). The first level of the message is 

regarded as the weakest persuasion because it 

presents only “claim argument” to the consumers. As 

shown in the upper right of the figure, the TWCA 

trust mark is presented by a simple sign together with 

its proposition but such a claim shows no further 

explanation about how can consumers believe that 

the proposition given by that trust mark is 

trustworthy. In the lower left of the figure, the second 

level of the message presents not only claim 

argument to the consumers but also presents “data 

argument” to them. Data argument here complements 

to claim argument revealing how a 100% safe 

transaction can be assured by the encrypted APP 

store but not by unencrypted ones. Although this 

composition assists consumer to judge the 

trustworthiness of the trust mark proposition, it is 

unable to dispel their suspicions in why shopping at 

the encrypted APP store is 100% safe. As shown in 

the lower right of the figure, the third level of the 

message is expected to have the strongest persuasion 

because it uses “backing argument” to further explain 

why the encrypted APP store is 100% safe, that is, if 

one wants to crack 2048 bits SSL encryption, she/he 

will need to spend unreasonable time to do so (e.g., a 

trillion years). Therefore, cracking an encrypted APP 

store is unlikely and leaving credit card number out 

there is inarguably safe.

 

 

                            
 

 Check-out page Level 1: claim only 
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Fig. 2: The three levels of message strength 

 

4. Investigating the message persuasiveness: 

In this section, we apply the proposed SPM to 

scrutinize the message persuasiveness at the check-

out page in the real mobile APPs. BEST BUY, 

UNITED AIRLINES, amazon, and Taiwan High 

Speed Rail (THSR) were chosen as the researched 

mobile APPs. The reason for choosing these mobile 

APPs is quite intuitive that they are all famous 

companies and each of them has its own mobile 

commerce website.  

obile APPs is quite intuitive that they are all 

famous companies and each of them has its own 

mobile commerce website.  

 

Case 1: Best Buy: 

Figure 3 illustrates the snapshot of BEST BUY’s 

check-out page. After a consumer storing the product 

into the shopping cart, the system requests this 

consumer to leave her/his credit card number. 

Unfortunately, we cannot see any trust argument 

presented in this page. 

 

Case 2: United Airlines 

The same analysis was conducted again to see if 

the security message presented at the check-out 

process of UNITED AIRLINES is persuasive. Figure 

4 shows the result that there is no trust argument 

presented in this page which is the same with the 

result found in case 1. 

 

Case 3: amazon: 

Figure 5 illustrates the check-out page of 

amazon. The same analysis was conducted again to 

see whether the security message presented at the 

check-out process of amazon is persuasive. The 

result indicates that there is no trust argument 

presented in this page.

 

 
Fig. 3: The check-out page of BEST BUY 

Level 3: claim-data-backing Level 2: claim-data 
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Fig. 4: The check-out page of UNITED AIRLINES 

 

 
 

Fig. 5: The check-out page of amazon 

 

Case 4: Taiwan High Speed Rail: 

Taiwan High Speed Rail (THSR) is the only 

high speed rail in Taiwan which serves as a major 

long distance transportation on the western part of 

the island. The same analysis was conducted to check 

whether the security message presented at the check-

out process of THSR is persuasive. Figure 6 shows 

that the check-out page of THSR provides only 
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“claim argument” when consumers are requested to 

give a credit card number for the ticket booking (see 

red square). 

 

Conclusion: 

Mobile users frequently distrust security in 

mobile transactions, especially when they are 

requested to leave their credit card numbers on 

mobile phone for paying products or services without 

cards [2]. Thus, alleviating consumers’ concerns 

about mobile transaction security is imperative for 

the proprietors of mobile shopping. Unfortunately, a 

scrutiny of the check-out page in mobile APPs 

reveals that proprietors provide consumers with no 

explanations regarding how their mobile transactions 

can be protected (see Figure 3-5). As a result, 

consumers who have had online credit card shopping 

experiences may still refuse to use the same tool for 

mobile shopping due to their security concerns about 

over-the-air transaction [1]. The credit card issuer, 

MasterCard (2013), also reported that security-

related improvements, namely a greater assurance 

that mobile transactions are secure as well as 

enhancements to mobile payment security to improve 

consumers’ confidence was ranked high among 

respondents. All these imply that events (e.g., 

consumers’ risk perceptions) that occur near the end 

of a service encounter (e.g., making a mobile 

transaction) should be more impactful than earlier 

events on the overall shopping experience [3] and 

such negative experiences need to be remedied as 

early as possible.

 

 

 
 

Fig. 6: The check-out page of THSR 

 

Practically, our findings have the potential to 

reveal that consumers’ attitudes toward ubiquitously 

using credit cards over the air can be affected by the 

persuasive messages they receive. In other words, 

providing them with additional messages that address 

their security concerns can facilitate attitude change, 

because trust enhancing messages gives consumers 

the opportunity to reassess their ex-ante attitudes 

toward incoming persuasive messages, creating the 

potential for attitude change. In addition, the levels 

of message persuasiveness also provide the way in 

which practitioners can use to bring out attitude 

change. For “claim argument” only message, it may 

give consumers no reason to accept the persuasive 

message, and thus it produces very little attitude 

change. This premise seems straightforward, but the 

trustmarks used by most mobile websites contain no 

or only authority information. We expect that 

consumers with negative attitudes may want to 

receive strengthening enough messages, because 

consumers generally feel that a trustmark is just a 

symbol, and they lack any specific understanding of 

its meaning [10]. Logically, the more deficient the 

explanatory capacity of a message, the less 

persuasive it is [6]. Although the manipulation of 

claim+data+backing is expected to be the most 

persuasive combination, consumers with positive 

attitudes of credit card usage over the air should also 
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be taken into account, because they contribute more 

to market share than their counterparts do, even 

though such a combination is expected to produce 

attitude strengthening to them rather than attitude 

change. In sum, our expected findings help mobile 

shopping websites reevaluate their trust assurance 

and improve it by adding persuasive elements. 
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